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NovaStor Storage Server

Installation

To start installation, click or run the Setup executable to begin the installer wizard. After a few
seconds, the NovaStor Storage Server Wizard will open. Click next, and the License Agree-
ment screen opens.

The NovaStor Storage Server installer and Configuration Manager are compatible with Win-dows
Server 2012 Core. Simple run the setup program from the command prompt and follow the
instructions below. The storage server and related utilities are installer in the

\Program Files\NovaStor Storage Server folder on your system drive. All of the programs may be
run from the command line. For additional information, see the Command Line Reference section
of this document

Step 1

il NovaBACKUP Storage Server Download Installer 10| x|

In order to install this application you must first install these

M components:
MovaBACKUP

Microsoft .MET Framework 3.5 Service Pack 1 (Installed)

Windows PowerShell 1.0 {Installed)

Microsoft SQL Server 2003 R2 Express Edition (Installed)
[w] MovaBACKUP Storage Server

Install Close

Windows Server 2008 R2 5P1 (x64)

This windows explains the prerequisites needed in order for you to be able to
install NovaStor Storage Server.




Once all the components are installed, checking the NovaStor Storage Server box and clicking
install will prompt the NovaStor Storage Server Setup Wizard.

& NovaBACKUP Storage Server Setup i o ] |

Welcome to the NovaBACKUP Storage
Server Setup Wizard

The Setup Wizard will install MovaBACKUP Storage Server an
your computer, Click Next to continue or Cancel to exit the
Setup Wizard.

Bath I Mext I Cancel




Step 2

|r_w!,1 NovaBACKUP Storage Server Setup ;lglﬂ

End-User License Agreement

Please read the following license agreement carefully

211 HovaBACEUP users must agree to the following terms and =
conditions before using this software. Please read them
carefully.

FEEMITTED USES

1. Subject to the terms and conditions of this EULA, upon
payment of all license fees owed for the Software, Licensor
grant3s and Licensee accepts a nonexclusive,

nontransferable, non-assignable, limited license (a

"Software License”) to use Software solely in accordance

with the terms and conditions of this EULA, to be installed
and/or deploved on the apecific number of Machines (a3 LI

¥ 1accept the terms in the License Agreement

Print Back I Mext I Cancel

If you accept the terms of the license, click inside the box to | accept the terms in the License Agree-
ment.

Click next to move to the next installation step.




Step 3

The Custom Setup screen opens:

In this screen, the default location for the data files is shown. You can also select a different location
by clicking on Browse and selecting an alternate location. If you are unsure of the amount of space
available on your drives, clicking on Disk Usage will open the following screen:

f@ HovaBACKUP Storage Server 5etup i = | Ellil
Custom Setup
Select the way you want features to be installed.

Click the icons in the tree below to change the way features will be installed.

--------- MovaBACKUP Storage Server
(=3 = | Database

MovaBACKLP Storage Server

Thiz feature requires 7571KB on
your hard drive,

Location: C:YProgram Files (x8a6)\MovaBACKUP Storage Server), e

Reset Disk Usage Back I Mext I Cancel |
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Step 4

i NovaBACKUP Storage Server Setup ~
Disk Space Reguirements
The disk space required for the installation of the selected features,

Highlighted volumes do not have enough disk space available for selected features. You
can either remove some files from the highlighted volumes, install fewer features, or select
different destination drives.

Volume Disk Size Available Required
= o T9GEB 1278MB 107/MEB
£ m >

Click OK to return to the Setup Screen

NovaStor recommends that you use the C: drive for the SQL databases associated with the
NovaStor Storage Server. Once you have selected the target drive, or if you choose to go with the
defaults, press Next, and you will advance to the Service Account screen.

If you are performing an Upgrade, you do not need to re-install the database portion unless you want
to install a "dummy" database. If you do this, you must edit your backup server.ini to the correct data-
base after install before the backup server connects to the original database.

Press Next to move to the next step in installation.




Step 5

i'.zz,l HovaBACKUP Storage Server i ﬂ

SQL Database Server Instance
Enter the server instance on which the database will be installed.

=

S0L Server:

— Authentication
i~ Windows

i« S0L Server

Username: |sa

Password: | T

Database Name: |Bad0.||:u5erver

Back I Mext I Cancel

If you are browsing for SQL instance and cannot see anything listed, the SQL Browser service will

need to be turned on for you to be able to have the instances automatically detected in the wizard.

The SQL Server names available on the network are retrieved by the NovaStor Storage Server
installer. The server instances shown may not be the instance you choose to use. The data-base
name field at the bottom will be the name given to the database when it is created. The default is
always BackupServer, but this can be changed to anything you like.

Click Next to continue.

RN(~ovasTor



Step 6

This screen will ask for your Windows Administrator username for the machine with SQL isntalled on
it. Adding the domain name is optional.

i%“ HovaBACKUP Storage Server x|
S0L Database Server Windows Authentication
Enter the credentials with Administrator privileges for the SQL Datab.. . \sglexpress.

Damain: |

Username; |Administrator
Password: |"‘"""""‘"|

Back I Mext I Cancel
Click Next.




Step 7

{5 NovaBACKUP Storage Server 0 X|

S0L Database Server Windows Authentication
Enter the credentials with Administrator privileges for the SQL Datab.. . \sglexpress,

Domain: |
Lsername; {Administrator
Paszword: [evonnnesl

Back I Mext I Cancel

If this is a new installation, as opposed to an upgrade, then you will be prompted for the name and
password for the backup administrator account. Enter the required information and click Next.
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Step 8

i'él‘ NovaBACKUP Storage Server 3

Database backup option
Disable or enable automatic backup of the 5L database.

¥ Enable database badwp

By default, setup will create a badwp copy of your SQL database before making any
modifications to it. This allows the database to be restored to its original state in the
event you revert back to a previous version of the software. The backup operation can
take some time for large databases. You may chose to skip this step to save time if you
already have a backup copy of the database.

Back I Mext I Cancel

If you are updating the backup server, and a database already exists, then you will be prompted to
enable database backup. Setup will automatically create a backup copy of the databse if this option
is enabled. If you have taken steps to backup the database manually prior to running setup, then you
can reduce installation time by turning off this option.

This option is enabled by default to ensure that the database can be restored to its state prior to
upgrading if neccessary.

Click Next to continue.

-11-
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Step 9

ii& NovaBACKUP Storage Server x|

Enter the information below to activate your product now, You may also
choose to evaluate the software now and activate it later,

Your Name: |L|ser
Organization: |Company
Email Address: |user [@company.com

%" Evaluate software now, activate later

™ Activate now using the license key entered below

License Key: |

Back I Mext I Cancel

Enter your contact information which will be needed in the event you require technical support. All
fields are required to activate the software. The license key is not needed if you are choosing to eval-
uate the software. Evaluation software may be activated later using the Configuration Manager, as
discuess in the Licensing section.

Click Next to continue. There may be a short delay as your information is registered.

At this point the installer has all the information required. Click the Install button to install the soft-
ware.

-12-
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Step10

{5 NovaBACKUP Storage Server Setup i - |0 x|

Ready to install NovaBACKUP Storage Server

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard,

Back I Install I Cancel

A new installation should complete within a few minutes, wheras the time needed to perform an
upgrade will depend on the size of the existing database. For large databases the installation could

take hours. Once the software is installed you will be presented with the screen shown on the next
page.

-13-



Step 11

{5 NovaBACKUP Storage Server Setup ) ] 1

Completed the NovaBACKUP Storage
Server Setup Wizard

Click the Finish button to exit the Setup Wizard.

[¥ Start the Backup Server Service

¥ Launch the Backup Server Configuration Utility

ik I Finish I Zancel

The Final screen shows Start the Backup Server Service and Launch the Backup Server Con-
figuration Utility. These items are checked by default, and will run, if checked, once you click Finish.

A good practice is to go to Windows services and set the service to run with your Administrator cre-
dentials before starting the service and the Configuration Manager.

-14-
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XSP Local Restore

Use local restore if you wish to restore from Server Storage that has been copied to your computer
rather than connecting to the Backup Server online.

XSP Local Restore Setup

1. Install the xSP client on the machine you want to restore files.
NOTE: You may use the custom install and disable the Disaster Recovery and Agent Service
feature for a quick use.

) NovaBACKUP Setup SN

)
NOVASTOR NovaBACKUP

Click the icons in the tree below to change the way features will be
installed.

== vI NovaBACKUP Backup/Copy Engine

e MovaBACKUP Disaster Recovery Installs the NovaBACKUP Disaster

MovaBACKUP Devices Recovery Plugin. This allows you to

NovaBACKUP Plugins create an image of your system and
g recover in case of system failure.

Agent Service

This feature requires OKB on your
hard drive.

Reset | | Disk Usage | | Back | | Mext | | Cancel

2. Copy the user's data storage folder to the local machine or a location where the client can
access the files.

|‘;, + Computer » Local Disk (C:) »

- A Open Include in library + Share with = Mew folder
MName : Date modified Type
alice File folder
MowvaHelp File folder
PerflLogs File folder
/ Program Files File folder
Program Files (x86) File folder
ProgramData File folder
SpenceWrk File folder
Users File folder
Windows ! File folder
@ My Media.nbd 7/31/2014 9:09 AM  NovaBACKUP Dat..
Alicel 8/7/2014 3:06 PM File folder

-15-



3. Onthe xSP client Device tab, click [Add] and select the xSP Account and click [OK].

NovaBACKUP

Schedule Delete Status

P NEL=TED

Home Copy Backup Restore Logs

Available Devices

Q X5P device.0
() Click HERE to add an online device

Select the type of device to add

Device Volume/Media name  Size Free File System
Pl 931.17GB B04.08GB NTFS
=D\ New Yolume 1862.6... ©12.41GB NTFS
1= Unknawn Unknown
e Unknawn Unknown
Gy Unknown Unknown
S H:Y Unknown Unknown
Za#Network

%SP Account

FTP Store
Network Device
%SP Account

\Amazon Simple Storage Services

For Help, press F1

Add ][ Delete H Refresh ][Pruperﬁas‘..

4. Enter just the username and password. Don't click [OK] yet and go to the Restore tab.

NOTE: Leave the Server Name or |IP Address field empty

Configure Device

Account | Securty | Advanced | Staging | Proxy | Restore |

Device Name

Name for this corfiguration:

|:(S P device.0

Backup server location

the Intemet or on a local Intranet.

5 __ Usethese settings for transfeming data to a Backup Server on
(]

Server Name or P

Address:

Backup server authentication
your account on the backup server,

Specify credentialz for authentication

[ Use my current Windows login credertials

lUse these settings to corfigure the usemame and password for

Alice1

Usemame:

[ Test Connection |

| ok || Cacel || Heb

-16-
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5. Select the 'Restore from local server storage' checkbox and click the [Browse] button and loc-
ate the user data files folder you copied from [Step 2]. Click [OK] to continue adding the device

on the client.

Configure Device

|:‘\.cccunt | Security | Advanced | Staging I Praomy | Restore |

Local Restore

EF Usethis option to restore files directly from copied server storage without the
need to use an online connection. For example f your server storage exdists as
C:iUserData UserOne, you can copy the UserOne folder to your computer
and restore files from that storage location.

Mote: If a password is specified in the account tab, the restore process wil
test that as your secret key with the option to specify another f needed.

Restore from local server storage

Storage Folder:
|C:'\A|ice'l

Browse...

| ok || cencel || Hep |

6. Once the xSP device has been added, you may go to the Restore tab and restore any files to
an alternate location.

e e e e e

Restore Files By Device To Time Moda

.. e

T Crastod of Tl Pies Total e Lo et {Devics )

Maha
- Hi_-"' LRy
o oI dervca O o P Te RS L]

E ¥

| = =4 Hhrre Sire | Type Moo
- E1D Docurents sl Seitngs. | bl = NovaBai P e 1R Tartou VUFR 12000 102
= LIy Acimiristrsior

B Al sers
+ e Desktop
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Remote Settings Reference

NovaStor xSP v18.5

Device Level - NovaBACKUP® xSP Device Settings

Remote Settings Value Description Default Value Variables Maps To
PurgeOldFiles Whether or not to remove files out of the cache directory 1 0/1 n/a
when they have not been modified after
'PurgeFileLength’
SaveFullBackup Save the first full backup to the cache directory so there 0 0/1 n/a
is no need to send a file in full again that has changed.
UsePatching Whether or not to use FastBIT 1 0/1 n/a
WaitOnLockedFiles Try waiting 15 seconds for a locked file to unlock 1 0/1 n/a
CopyFileToWork Copy file to work folder before backing up 1 0/1 n/a
SendDeletedFiles Send deleted file list to the backup server. 0 0/1 n/a
ForcelUsePasswordForKey Force using the password for the secret key. 0 0/1 n/a
ForceSetSecretkey Force the secret key to be enabled. 0 0/1 n/a
BandwidthLimited Whether or not bandwidth limitation is enabled. 0 0/1 n/a
ServerPort xSP Server port number. 308 Numeric n/a
NumRetries Mumber of retries that it will try to reconnect to the xSP 12 Numeric n/a
server during a backup.
RetryWaitSeconds Number of seconds between retries to connect to the xSP 600 Numeric n/a
server.
PurgeFileLength MNumber of backups that a file does not change before it 5 MNumeric n/a
is removed from the cache.
LowDiskSize Reserved amount of space on the drive xSP device temp 500 Numeric n/a
directory is located.
PatchSpeed The compression strength FastBIT will use, 10 being the 10 Numeric n/a
fastest and least.
CompressionSpeed Backup files are compressed and stored in the cache for 1 1,23 n/a
later backup comparison. Slower compression, smaller
files. Faster compression, larger files.
0=slow
1 = medium (default)
2 = fast
MaxMBCopy Max file size to copy to the temp folder. 100000 MNumeric n/a

-18-



NovaStor xSP v18.5
Remote Settings Reference

Remote Settings Value Description Default Value Variables Maps To
MaxPatchWindow Max file size to attempt FastBIT on. 100000 Numeric n/a
MinPatchWindow Minimum file size to attempt FastBIT on. 0 Numeric n/a
EncryptionType Type of encryption to use to encrypt files. 7 Numeric n/a
BandwidthValue Bandwidth available to the xSP device if 0 Numeric n/a
BandwidthLimited is enabled.
ThrottleValue CPU percentage to use when computing FastBIT patch. 100 Numeric n/fa
ManagementServerURL CMC server URL to connect to. <server>:<port>| AlphaNumeric n/a
UpgradeURL Application Update server to connect to. AlphaNumeric n/a

Script Level - [Logs] section of

wiDef.ini

Remaote Settings Value Description Default Value Variables Maps To
PrintLog 0/1 Same
MailSendAfterBackup 0/1 Emaillog
LogOption Numeric LogNotifyOpt
PrintOption Numeric LogWriteOpt

Script Level - [Email] section o

f xxDef.ini

Remote Settings Value Description Default Value Variables Maps To
MailSMTPAuth 0/1 SMTPAuth
UseSSL 0/1 Same
MailServer AplhaNumeric SMTPHost

MailUsername

AplhaNumeric

EmailUserName

MailPassword

AplhaNumeric

EmailPassword

MailFrom AplhaNumeric EmailSender
MailSendto AplhaNumeric EmailSentTo
MailSMTPPort Numeric SMTPPort
MailSubject AplhaNumeric EmailSubject
MailTimeout Numeric Timeout
MailRetries Numeric Retries
MailCCTo AplhaNumeric EmailSendCC

MailSenderName

AplhaNumeric

EmailSenderName

-19-
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Creating a Staged Backup or Import

Staged Backup Creation

This document is going to show you how to perform a Staged Backup on the client for the RWF
device and how to import it to the Storage Server. This function is most useful for very large backups
that the initial backup you do not want to go over the wire.

PLEASE READ THIS ENTIRE GUIDE BEFORE BEGINNING ANY STAGED BACKUP
1. Setup the user on the Storage Server

2. [Install] and setup the RWF device on the client computer
3. Inthe RWF Configure device settings, enter the Server name, username, and password.

Configure Device

Account | Securty | Advanced | Staging I Prony | Restore |

Device Mame

o)
% Mame for this configuration:
i:-;SF‘ device D

Backup server location

= Usethese settings for transfeming data to a Backup Server on
m] the Intemet or on a local Intranet.

Server Mame or [P

N0 20K 28 200K
Address:

Backup server authentication

|Ise these settings to configure the usemame and password for
your account on the backup server.

Specify credentials for authentication

IJsemame: |.-‘1'-.|i-:e‘l |
Password: I--------- |
Re-enter Password: |"""-" |

[ Use my cument Windows login credentials

T est Connection | l k. ] l Cancel | I Help

-20-
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4. Before you click OK, go to the Staging tab and configure the staging folder (the folder must
exist first), and [Select] the checkbox to write the backup to the staging folder.

Configure Device

|Ac::uurft I Security | Advanced | Staging | Proy | Restore |

Backup staging

|Ise this option to send your initial backup to a local device instead of online.
v This especially benefits users with very large inttial backups by requiring na

anline connection time at all. Once completed, the backup device should

then be sent to your storage service provider to load onto the storage server.

Important: This option may anby be used for your very first backup.
“You must manually uncheck this option after completing the staged backup.

[#] Wiite the backup to the staging folder

Staging Folder:
C:\Staged

Browse. ..

’ T est Connection ] [ QK J ’ Cancel ] ’ Help

5. Click [Test Connection] to verify [OK] to accept the changes and continue to add the
RWF device.
6. Your first backup should now be going to your staging folder.

Devica
Device Name: xSP dewice D
Current Speed: 229 MB per sscond

Cumert Status
Status: Staging files for backup server impon

Fie: Cincrementals test files\AFCEBK11PRDAV 1" Mastar og Sep 09, 2010 06.02 PM bd
Size: 1.00 MB

Frogress:  jm— —— |

Activey. | ——

-21-



7.

8.

9.

Make sure the .datasource file appears in the staged data and that it contains the computer
name where the Staged was performed.

Address |3 C\Stage\Base\QA-FFE4911782C1 ‘ '

Marme -~ Size
File and Folder Tasks S AG-LINKSTATION F
Eﬂ Bt sl u:jAG-TERAILI F
: ) AG-TERASTATION F
@ Mave this file C)0a-FFE4911782C1 F
) Copy this file %] .datasaurce 1kB: L

& Publish this file to the Web
Ej E-mail this File
N Delete this file

! .datasource - Notepad

B 1l CiF £ LIS

QA-FF64911782C1

Other Places R

NOTE: The user must NOT do a backup until the staged backup is imported to the backup
server, so disabled any schedules that may be setup for the user.

When the import is done on the Storage Server side (before running your second backup), go
back to Configure Device and [UNCHECK] the staging option below and click [OK]

Configure Device

[ Account | Securty | Advanced | Stagng | Praxy | Restore

Backup stagng

g Lise this option to send your initial backup to 8 local device instead of online
This especially benefits users with very large initial backups by requiring no
online cormection time &t all. Once completed, the backup device should
then be sent to your slorage senvice provider to load onto the storage sarvar.

imporitant : This option may only be used for your very first backup.
You must manually uncheck this option after completing the staged backup

| Wirite the backup to the staging foldsr

C:\Staged

Teast Conneclion | [ ok ]| caca || Hee
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Import

Get the user's staged data on the storage server or accessible to the storage server via UNC path or
USB drive.

BACKUP IMPORT UTILITY

1. From the Storage Server, launch the Backup Import Utility

MICrosSot LU0 Sarver A
MovaBACKLIP
NovaBACKLIP Storage Serw
EY Badap Import Utility V
E Configuration Manager
Help
__| Enowledge Base
3 Redundant File Manager

Startup
Whiweare
4 Back
I Search programs and files !!:"I
[Crseam G & o mE| x| 4|

2. Pointthe user's BASE folder and [Enter] the account username

-23-



i  BackupImportUtil x|

This is a utility to help you mport data that you have staged via NovaBACKLIP . The
data must be staged via NovaBACKUR in order to uss this import utility. Please
make sure that everything is correct and you have enough space on the drive that
= configured for the Account Username you are going to be importing for,

Staged Data Dwectory: (Example: C:\Instaliers'gase)

| Z:\Staged
Browse |
Account Username:
[ioer
Database Connecton String:

[ "Provider=5QLOLEDB;Data Source={ocal);Initial Catalog=BackupServer;LUser Id=

[ =

3. Click [OK]to startimporting the staged backup to the Storage Server.

NOTE: There is no real 'progress' indicator when the import is done. If you check the windows
task manager, you will see another copy of BackupServe.exe running. One of them will close
when the import is done.

=10l %]
File Options View Help
Applications Processes | services | Performance | Networking | Users |

Backuplmporttl, exe ust...
BackupSeryer, exe SYSTEM 00 17,696 K
BackupServer,.exe Administ... 07 3,784K
cmd exe Administ... 00 160 K
conhost. exe LOCAL ... 00 200K
conhost. exe Administ... 00 584K
CSr58.8X8 SYSTEM 00 1,544 K
CSrES.EXe SYSTEM 02 4,480 K
dilhost.exe SYSTEM 00 1,472K
drdiag.exs SYSTEM i} 3,028 K
dwm, exe Administ... 00 1,332K
explorer.exe Administ... 00 26,220K
fdhost.exe LOCAL ... oo 668 K
fdlauncher, exe LOCAL ... ] 496 K
inetinfo.exe SYSTEM 00 2,660 K X
h i
¥ Show processes from all users End Procass
|Processes: 58 |E‘.DU Usage: 38% Physical Memory: 73% 4

-24 -



4. After the importis done, [Close] the Import utility and go to the Configuration Manager to
verify the user's Disk Usage.

Server accounts: 17 account(s) and 16 computer(s) are configunsd

* | Growp | Comp. | Disk Usage | Lastbackup [«]
Everyone 5 1636MB 071371213

@ M Stagng  Everyone 1 273GB 07/12/1214...

@ Hsq2012  Everyone 1 0 KB never

& gmzma Cveryone 1 D KB never

Complete

Congratulations! You have now finished running a Stage backup and Import process for the
user. At this point the client software can do backups and restores from the storage server. Make
sure to uncheck the 'Write the backup to the staging folder' on the client side before the user per-
forms its next backup (Step 9).

-25-



Configure

Backup stagng

Use this option to send your initial backup to a local device ngead of online
; This especialy bensfils users with very large initial bachups by requiring no

orline cormection time & &l Onoe complated, the backup devics shauld

then be sent to your storage sarvice provider to load onto the storage server.

Important: This option may only be used for your very first backup.
You must manually uncheck this option after completing the staged backup

| Wirke the backup to the stagng folder

I' _:ildl\_.,l:L'

Test Cannaction | | ok || cance || Hewo

-26-



Configuration Manager

Getting Started

The NovaStor Storage Server Configuration Manager is your primary access point for man-aging
NovaStor Storage Server. The Storage Server Configuration Manager provides you with access to
all the main configuration menus required to manage your Storage Server.

The NovaStor Storage Server Configuration Manager is launched from the Start Menu. When the
Start Menu is opened, move the mouse over All Programs until the additional program screen
opens, or click on All Programs to reveal the additional programs available. Then, click on
NovaStor Storage Server and select Configuration Manager, as shown here:

7-Zip |

Accessories

Administrative Tools - )

Backup Storage Commerce Server
Camtasia Studio 7

D-Link Administrator
Google Chrome
Internal Online Backup A
Maintenance
Maxthon2 Computer
Microsoft Office
Microsoft Silverlight Network
Microsoft SQL Server 2008

Control Panel

Microsoft SQL Server 2008 R2

Mozilla Thunderbird

NovaBACKUP Application Update Server
NovaBACKUP Storage Server

) Backup Import Utility

Devices and Printers

Administrative Tools x

B Configuration Manager Help and Support

@ Help —
Knowledge Base

5] Redundant File Manager

#¥] Release Notes Ll

Run...

1 Back

| Search programs and files rel Log off 4

Left-click on the Configuration Manager menu item to open the NovaStor Storage Server
Configuration Manager.

The NovaStor Storage Server Configuration Manager is compatible with Windows Server 2012
Core. Simply run the BackupServerUtil.exe program from the command prompt. It is installed in
the \Program Files\NovaStor Storage Server folder on your system drive. For additional
information, see the Command Line Reference section of this document.
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Accounts Tab

Accounts

This is the tab that is opened by default, as shown below. The primary function of this tab is to enable
you to add, remove, or view the Properties of your client accounts that use this Storage Server for
their backups.

X

Logging | Motifications | Licensing | Active Users
Accourts I General I Security I Directories | Storage

Server accounts: 3 account(z) and 3 computen(s) are configured

Accourt ... ¢ | Group | Comp. | Disk Usage | Last backup |
& = ABWin7 WM 1 0 KB never

3] lgadmin Administrators 1 0 KB never

@ Q}-\Iicﬂ Everyone 1 20 MB 08/07/14 12:16...

™ Show hidden accounts

Add... | Remove... | Properties... |

| Data Restore Wizard... | | Group policy settings. . |

oK | Cancel | fppy | Hep |

Accounts management screen:

You can access the account properties and add or remove an account all on the same screen. The
Accounts Properties Screen shows the properties of the account you have selected, and the
Accounts Add Screen has not yet been populated with account information. In addition, you can cre-
ate and manage Groups in this screen.

A typical account properties screen has three tabs: General, Quota, and Settings.

-28-



Connecting a Client
In order to see review an account's backups and be able to do a Data Restore, you must configure
the account on the client side.

1. Onthe machine that has NovaStor Installed, click on the Device tab.

NovaBACKUP

Status  Support

&a\DEH
‘ Copy Backup Restore

Recent Jobs
© 9/28/2016 1:41:35PM

Schedule Device

Logs

) 9/29/2016 1:05:16 PM
) 9/28/2016 1:04:38PM :
Start

Mext Scheduled Job S Start here to backup your data
© 7/25/2016 11:53:45 AM =

@ 8/18/2016 6:20:00PM

© 8/22/2016 12:42:58 PM mm Virtual Dashboard

= Protect your virtual machines

Ask a question... A
| Image Backup
m Start the Image Backup wizard

1
Cloud Backup

Backup your data online to the cloud

Open Job

[ =] RunJob
@ Fun ajeb now Eﬂ Open previously saved
s

Add Network Device

Import Media
= Import media into your ﬂ Add 2 network backup
media catalog. == destination device

)Q(NDVAETGH

For Help, press F1
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R(wovaston

2. Click the Add button towards the bottom right corner of the screen and a new window should
pop up.

Backup tore Logs Delete Status

Available Devices

Device / Volume/Media name  Size Free File System
S\ 931.17GB B804.08GB NTFS
S0\ New Volume 1862.6... 612.41GB NTFS

S E) Unknown Unknown
e F Unknown Unknown
G| Unknown Unknown
e Unknown Unknown
L Network

[ x5P device.n

) Click HERE to add an online device

| add [ opekte |[ Refiesh |[Ppropertes..

For Help, p

3. Onthe drop down menu, select xSP device

DEH) NovaBACKUP

Schedule Delete Status

Available Devices

Device Volume/Media name  Size Free File System
i) 931.17GE 804.08GB NTFS
“eDr) New Volume 1862.6... 612.41GB NIFS

e E Unknown Unknown
| Unknown Unknown
==Y Unknown Unknown
S H Unknown Unknown
Z# Network

ﬂ x5P device.0

() click HERE to add an orline device

Select the type of device to add

XSP Account b

Amazon Simple Storage Services
FTF Store

MNetwork Device

5P Account

[ Add ” Delete ” Refresh ”Pmperﬁes‘..
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4. A new window pops up, here, type the IP address of the machine that has
NovaStor Storage Server locally installed and Type the username and password for the
account you created on the NovaStor Storage Server to create the link

Configure Device

Account |5eq_,|rit-_.r | Advanced | Staging | Proxy | Restore |

Device Name

Mame for this configuration:
|:-;SF‘ device 0

Backup server location

@ Usethese settings for transfeming data to a Backup Server on
ml the Intemet or on a local Intranet.

Server Name or [P

0N 200K, X, 20000
Address:

Backup server authentication

|se these settings to configure the usemame and password for
your account an the backup server.

Specify credentials for authentication

|lsemame: |F'.Iin:e‘l |
Password: |--------- |
Re-erter Passward: |"""-" |

[ Use my cument Windows login credentials

’ T est Connection J [ k. ] ’ Cancel J ’ Help
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Deleting an account:

In addition to adding and modifying accounts, you can remove an account from the system by select-
ing the account in the list, then pressing the Remove button. A confirmation dialog will prompt you or
additional instructions, as shown below.

Confirm Remove Account Acer Notebook -

(gl Fleaze confirm that pou would like to delete this account from the Backup
1!!a Server. You can alzo remove the account data and logs.

Account
Delete the account's data directom from all storage locations

Delete the account'z log files
C:AProgram Files\MovaBACKUP Storage ServertLogzhdcer Mateboak,

Aocount Dizpozition Azzociated Data

) Prezerve Account oy :

0 Delete account's file infarmation
() Hide Account

- Delete account's server request
® Permanently Delete Account

(] | | Cancel

The default action is to delete all file data associated with the account from disk storage
and remove all account information form the database. You can alter the action based on
your needs. For instance, you may choose to retain the account'’s file data and delete it
manually at a later time. Each of the available options is dicussed below.

Account Options

Check "Delete the account's data directory from all storage locations" to remove all the account's
backed up data from the file system. This does not remove information about the files from the data-
base. CAUTION: Once the data directory is removed, the account will no longer be able to restore
any backed up files unless the database has been altered to find the files elsewhere.

Check "Delete the account's log files" to remove the account's log files from the file system. Thisis a
housekeeping option has no effect on the account.
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Account Disposition Options

Select "Preserve account" to keep the account active in the database. Preserving the account, while
removing all the associated data, has the effect of resetting the account back to its initial state.

Select "Hide account" to keep the account in the database nut mark it as deleted. Hidden accounts
can be restored later if needed. They are automatically restored if an account with the same name is
added through the Accounts tab.

Select "Permanently delete account" to remove the account and all associated data from the data-
base. CAUTION: Permanently deleted accounts cannot be recovered.

To view hidden accounts, check the "Show hidden accounts"” checkbox on the Accounts tab. You
can then use the Remove button to permanently delete the account. You cannot add hidden
accounts, or change their properties.

Associated Data

Check "Delete account's file information to remove all data about the account's backed up files from
the database. CAUTION: The account will no longer have access to previously backed up files,
although it can back up new files. This option is not available if the account is being permanently
deleted.

Check "Delete accounts server requests" to delete the accounts request history from the database.
This is a housekeeping option that has no effect on the account. This option is not available if the
account is being permanently deleted.
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Properties

5
General |O.uuta I Settings | Tools I

E[ Thig window allows you to configure an account on the
| backup server.

Account name:
Restore Wizard...

Reset Password: I

Confirm Password: I

¥ This account is enabled
™| This account i= an evaluation account

™| This account's data can be restored Using the master
decrption key

using this account. Each computer equals

: i Mumber of computers that can be backed up
I = | ,
one license.

™| Sllow separate computers to backup to this account
Member of group: Restorable window:
IEuer'_.fc:ne j I'I ill IMcnth{s} j
Primary storage location

Iu::‘xuserdata j

[ Restrict backed up files to primary storage location

Account data folder name {must be unique):
IP'.Iic:e'I

oK I Cancel Help

Please be aware that you are only able to manage passwords in this screen is you have used

SQL authentication during the installation. If Active Directory is handling authentication, these fields
will not appear. If you want to change authentication methods after you've installed, please contact
support for details on this.
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The General Tab

Pictured above is the General Tab, which is used to set the general settings for a new or existing
account. It specifies where the user's data will be stored, assigns the account to a group, and sets
the length of time that restorable data will be held. Group information is selected from the dropdown
menu. You can only select a pre-defined group to which this account can be assigned. When an
account name is entered, a password is not required. A password can be added after the account is
created.

Accounts tab allowed to backup files from zero or more computers. Each computer consumes one of
the available licenses. The default number of computers for an account in the Administrators group

is zero, which effectively prevents an Administrator account from backing up any files. The default for
accounts in other groups is one computer. The number of computers assigned to any account can

be set to any value from zero to the maximum number of licenses available.

Normally, an account can only have one simultaneous connection to the Storage Server, evenifitis
allowed to backup more than one computer. The Allow separate computers to backup to this
account check box will enable multiple computers to simultanously acces the Storage Server using
the same account.

The primary storage location specifies where the backup server will cache certain account inform-
ation. The storage location is selected from a list of locations specified on the Storage tab, which will
be discuessed more in a later section. In addition to account information, this is also where an
account data folder will be created, which serves as a repository for files that are backed up by the
client that holds the account. By default, the data folder name is the same as the account name. You
can change the data folder name to suit your own needs, but it must be unique across all accounts.

As the client backs up files they are stored in the data folder. If the disk that contains the folder fills up
then file data will automatically be directed to an alternate storage location if one is available. The
automatic redirection feature can be disabled for the account by chekcing Restrict backed up files to
primary storage location.

For new installations, setup creates the default storage location. C:\UserData. For upgrades from versions
prior to 12.0, setup creates storage locations based on account information found in the existing database.
Upgraded accounts will be restircted to the primary storage location for compatibility with the older software.
After an upgrade, review the account properties to make any desired adjustments to the default settings.

As of version 13.0 it is possible to change the primary storage location even after the account has been used
to back up files. The storage files will be moved from the old location to the new one, which may take a con-
siderable amount of time for large accounts. Any unused files and directories are left in the old location and
may be manually deleted after insepction by the administrator.
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The Quota Tab

Alicel Properties x|

General Quota |5Eﬂings I Tools |

Cuotas allow you to control how much disk space an
account consumes with data.  This window allows you to
corfigure quota settings that apply to this account only.

¥ |se the group quota settings for this account
¢~ Do not apply any quota settings for this account
" |se custom quota settings for this account

Eurrent account disk wzage: 2B

Srcount quota Size: IEZ':' j i egabutes

[ ear quata &

I:.. jl Feport waming j
Text Please note, vou are currently near your disk
bt quaka fimit,
A quiota =2
IEE jl"ﬁ:‘aming with window j

Tert vouare curmentlyat wour disk quata limit,
it Blease use the Telete Files Mn Server

ierquota
[70 j| Dissble backup ]

Tedt voLiare curemty ower pour dizk quata limit atd
hint: further backops have beerndizallowed, To

QK I Cancel Help

You can set up quotas on individual accounts or set a quota on a group. By default when you create
an account, there are no quotas or limitations in place. Also note that your Storage Server can send
quota related warning reports, pop-up warning windows inside the client, or even disable a client's
backup. All this can be configured in this screen.
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The Settings Tab

This screen enables you to add a new setting, edit the value of a setting, or delete a setting from this
account. To obtain the list of available settings, please visit http://www.novastor.com/en/documents
and download the "Remote Settings" document.

Returning to the Accounts tab will occur automatically after you press OK or Cancel in the Account
Properties or Account Creation screen.

There are two more features selectable from buttons on the Accounts Tab: Data Restore Wizard
and Group Policy Settings.

The Tools Tab

This tools tab provides account maintenance tools that may be required in some circumstances.

The Computer Editor gives the administer a way to change the name of one or more computers
associated with an account. This should only be necessary in situations where an old or damaged
computer is replaced with another having a different name. Generally, it is simpler to assign the
same name to the new computer when it is configured, but there may be times when this is not feas-
ible. Changing the name using the Computer Editor makes it possible to associate exisiting, backed
up files with the new computer without consuming another computer license.

The Storage Size Updater scans the file system, tallies the storage space used by the account,

and updates the database. This is useful in situations where accurate usage is required for billing pur-
poses. This is normally not required for accounts that were created using version 12.5 or later of the
software which maintains byte-level accuracy in the database. Older versions used a fractional
accounting system that had the potential to introduce rounding errors.

Returning to the Accounts tab will occur automatically after you press OK or Cancel in the Account
Properties or Account Creation screen.
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Data Restore Wizard

The Data Restore Wizard copies an account's backed up files to a designated output folder. If
desired, the output folder can be transferred to other media, such as optical disk, by whatever means
you have available. After moving this output media so it is accessible to a backup/restore client, you
can then run a restore process using local restore mode without any need to connect to the Storage
Server. The local restore mode can be selected by going to the restore tab in the client;s account
properties screen. You can then restore individual files or the account's entire backup.

The initial Data Restore Wizard screen looks like this:

Data Restore Wizard i x|

Welcome to the Data Restore Wizard. This wizard
copies an account’s data to a local, attached, or networl
drive.

Cnce copied, the data can be transfemed to other media
by any means desired. To complete this wizard, vou must
be prepared to erter or configure the following items:

- The account name where the data resides.
- The computer and volume name under the account.

- Where to place the prepared account data.

< Back I Mext > I Cancel Help

Once the wizard opens, you will see a list of accounts and the current disk usage of each. This is
shown on the next page.

Here you select the account you want to restore, and press Next. Then select a volume that you wish
to restore, such as the C: drive. The Data Restore Wizard will provide information about the space
required to make the restore files, and then let you choose a target for the data restore files.
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Data Restore Wizard x|

Please select the account that will be used to create the local

restorable data files.
Awailable accourts: 3 users configured
Account Name # | Digk Usage I

= AB-Win7 7.56 GB
(= 2 dmin 0 KB

20MB

< Back Mext = Cancel Help

Press Next, and you will be asked to select a Media root directory to which the restore files will be
written. The option to ask to delete all files and folders in the destination directory if any are
present appears as a check box. This should be checked if a single directory is used to create
restore files for multiple accounts. This way, you will be assured that the account receiving the
restore data does not receive data from other accounts.

Data Restore Wizard x|

Please choose the root directony where the account’s data

will be written.
Required disk space: 21MB
Available disk space: 45 73 GH

Media root directony:
IC:\Data Restore Wizard Alice1| J

¥ Ask to delete all files and folders in the destination
directaory if ary are present.

< Back I Mest = I Cancel Help
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You may browse for a target directoryor enter the name of a target directory. The default directory is
C:\Data Restore Wizard\<account name>.

The next screen provides information about the Data Restore process that you've configured. Press
Prepare account data now! - And the process of creating data restore media will begin.

You may, of course, cancel the setup by pressing Cancel. You may also press the Back button to
make changes to the data restore setup.

-40-



Group Policy Settings

Opens a list of groups, as shown below. This screen lists the Groups that are already defined, and
also enables you to add, remove, or edit the properties of a group.

Group Policy Settings | El

Groups | Settings |

Groups: 4 groups(s) are configured
Group Mame .’ | Description |
Administrators Administrators
Evenyone Al Users
Physical Physical Machine
WM Virtual Machine

Add... | Femove | Properties... |
| Corfigure quota mesages... |

ok | Cancel | hep |

Click the Add button to add a new group, or click Properties to modify an existing group. In either
case, you are presented with a screen similar to the one below.
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zl
General |Qunta I Redundart Files I Settings | Licensing |

This window allows you to configure a group, where
% settings are specified for all users who are members of
the group.

Mote: Individual user account settings ovemide group
policy settings.

Group name:

Physical

Description:

IF‘h*_.fsicaI Machine

Tz field matr Be et if it s desirable toretiame this aroup
b a new name, &l userz that are curmently membGers of
thie group will become members of the e group,

[Hew aroup name;

OK I Cancel Help

The Quota and Settings tabs serve the same function as already described in the section on account
properties, except that they apply to all accounts in the group.

The Redundant Files tab is used in conjunction with the Redundant File Manager to apply a redund-
ant file list to the group.

Click on the name of a feature to display a brief description below the list. Check the Use Default Set-
tings box to enable all the features permitted by your license.
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The licensing tab, as illustrated below, allows the administrator to enable or disable licensed features
for the group. In this example, members of the 20 GB group are not allowed to backup virtual
machines.

Physical Properties ] x|

General I Quota I Redundant Files I Seftings  Licensing |

% Ize the list below to selectively enable or disable
licensed features.

[w] Copy operations P
Dizable usage tracking

Dizaster recoverny

Exchange single mailbowx restore

[w]General backup operations

Intemet backup

Local backup

Magnetic disk backup

Microsoft Bxchange backup

Microsoft SGL Server backup

MNetwork drive backup

[w] Optical disk backup

Removable device backup

Server OS5 enabled o
[w] Tape backup

[w] Virtual machine backup

[w] Virtual machine replication ;I

[T Use default settings

ok | Cancel Help
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General Tab

The General Tab has some powerful features that enable you to control certain global settings. The
default Storage Server port is 308. Unless you have a reason to change the port, it should remain at
308. If you want to change the port number, you may do so by scrolling up or down in the Storage
Server port: window, or by typing in a new port number. When that number is entered, press Set
Default to save the new port as the default.

r_‘} NovaBACKUP Storage Server Configuration M i il
Logaging I Motifications I Licensing | Active sers I
Accounts General | Security | Directoies | Storage

Backup server port

The Backup Server service listens on a port for incoming
requests. All Backup Clients should be configured to connect
to the server on this configured port.

Backup Server port:

= Set Default

Limit bandwidth and connections

[~ Limit the network bandwitdh available to backup users to:

IE-? ﬂ kilobytes per second

[~ Limit maximum number of connection to:

|11}[:-[:-[>{:- i’

Storage settings

Minimum number of file versions to keep:

A

QK I Cancel Lpply Help

If you change the server port, be aware you will need to edit the client's backupclient.ini file so that
the server and client communicate over the same port. You can ask Support for more info about this.

The Limit bandwidth and connections section of the General tab allows you to create bandwidth
limits for backup users. If you are running other processes on your computer besides functioning as
a Storage Server, you may choose to create bandwidth limits.
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Security Tab

The Security Tab defines the authentication method you have chosen during the install.

r.'."' HovaBACKUP Storage Server Configuration Mans El
Logging I MNotifications I Licensing I Active Lzers I
Accounts I General Securty | Directories I Storage
User authentication

The Backup Server can authenticate clients based on local
authentication, domain authentication, membership
authentication jusing M5 Site Server) or LOAP authertication.

) Uzewindows Lozal Suthentization,
£ Uze windaws Damain Suthent

€ Use LA Suthentication LaRzetings..

f+ |lze Backup Sccount Suthentication,

Master decryption key

= File and protocol encryption is based on one of three encryption
algorthms: Blowfish, Trple-DES, or DES. In certain situations,
it may be necessary to allow the administrator to recover users
data in the event of a lost or missing encryption key.

By specifying a master decryption key, the administratar is given
access to an account’s data f the account has the option st to
enable use of the master decryption key.

[~ Enable master decryption key bey options..

QK I Cancel Apphy Help

A word about the master decryption key:

The master decryption key is a key that can be used to decrypt user backups. This little feature is
often overlooked but it can be extremely valuable. In the event that a user loses or forgets his or her
decryption key, use of the master decryption key may be the only way to restore the user's data.

The user may choose to disable the master decryption key using an option in its client software.
Although this may be perceived as providing protection from inappropriate activities by the backup
service provider, it is also making recovery of data nearly impossible if user encryption keys are lost
or forgotten.

-45-

RN(~ovasTor



If the master decryption key feature is enabled, and the account has been configured to use the fea-
ture, then a small key appears to the left of the account name in the accounts list, as shown below for
the "adam" account. In addition, "Keys" tab will appear on the account's Properties screen. By click-
ing on the tab, and entering the master encryption key when prompted, the administrator can view
keys used by the account. The key, in turn, can be used to log into the account and restore files.

piampropertes
General | Quota | Setiings | Tools  Keys |

ACME-WIN-ADAM ACME-WIN-ADAM teat

Server accounts: 3 accountis) and & com
Account Name | Group |c

@ 2 Acer Notebook 20GE 1
¥ Mg adam 20GB 4
@ = mark Administrators 1

These keys may be ussful for restorng an accourt’s files in
situations where the account’s password has been forgotten.
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Directories Tab

The Directories Tab specifies the location for the work directory used to store temporary files during
the file rollup and restore processes. The amount of work space needed will depend on the number
of concurrent jobs and the size of the account's files. Since this number can vary greatly for different
environments it is recommended to specify a location that will always have a large reserve of disk
space.

Iz NovaBACKUP Storage Server Configuration 5 jer x|
Logging I Motifications I Licensing I Active Lzers I
Accounts I General I Security Directories | Storage
Work directory

The work directory is 8 temporany area where individual files are
updated during a backup and prepared during a restore. There
should be plenty of free disk space where the wark directary is
located.

Work directory:

_-Program Files'MovaBACKUP Storage Server’Work |

QK Cancel Apply Help
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Storage Tab

This tab provides a way to define multiple storage locations for backed up files. Each time the server
gets arequest to store afile it looks at the accounts primary storage location (see Accounts tab) and
checks if the free space is greater than the reserve specified for the location. If free space is greater
than the reserve, then the file sent to that storage location, otherwise the test is repeated on all other
defined locations, in order of rank, until a usable location is found. If none is found, then the backup is
aborted.

Iz novaBACKUP Storage Server Configuration Manager x|
Accouts | General | Secuty | Dimclones Storage
Server slorage: 3 storage locationfs) configured, 1 disabled

Location | Status i Feserve (MB) | Rank |
=9\\gifieserver'\Shared Data'Opera.. Enabled 5000 1
SIC\UserData Ensbled 200000 2
B0 \Ltopia Desabled 0 3

OK Canced £ Help

The reserve is only a guideline, not a hard limit. Patches to a file (incremental changes) are always
stored in the same location as the original file. Also, the server cannot split a large file across multiple
locations. Therefore, ensure there is an adequate margin to allow existing files to grow as incre-
mental patches are applied. Leave extra room if you anticipate your users will be storing very large
files. A red disk icon indicated the location does not exist. The server will attempt to create it the first
time a request is made to store a data there.
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Use the Add button to define a new storage location. Use the Properties button to view or modify a
location's settings. Use the Remove button to delete a storage location. You cannot remove a stor-
age location if any accounts are using it. Use the Move Up and Move Down buttons to adjust the
rank of the selected storage location. Changes are not saved until you press the Apply or

OK buttons.
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Logging

The logging tab provides the administrator with control of storage server logging through the screen
shown below.

r.'." NovaBACKUP Storage Server Configuration Man ager _ﬂ
Accounts | General I Securty I Directories I Storage
Logging | Metifications I Licensing | Active Users

Master log

| The master log file keeps track of all operations performed by
|@ the Backup Server.

Master log file directory:
C\Program Files'MovaBACKUP Storage Server' |

Open new log file after size reaches:

1024 = Kilobytes Set Default

Account log files

| Individual account logs are generated every time a connection
is made to the Backup Server.

Account log file directory:
lC:"-.Proglam Files"MovaBACKLUP Storage ServerlLogs |

Save |1 0o ﬁ log files per account for reference

Database logging

All server transactions can be logged into the Backup Server
database. This information can be used for things like tracking
server usage and client biling.

¥ Log all server transactions to the database

ok | Canced | s | Heb |

The master log contains information describing the overall operation of the storage server. The
name of the file is masterlog.txt. By default it is created in the same directory in which the storage
server was installed. The logging tab allows the administrator to specify an alternate location for the
file and limit its size.

The account log files contain information describing work requests made to the storage server from
a particular account. They are saved in a subdirectory having the same name as the account. The
logging tab allows the administrator to specify a location where the subdirectories are created. By
default, they are created in a directory named Logs, which in turn is in the same directory in which
the storage server was installed. In addition to the location, the administrator can limit the number of
log files saved per account.

Unless instructed to do otherwise, the storage server maintains a log of account requested in the
SQL database, in a table named Requests. The information in this table can be used for billing pur-
poses and to monitor account activity. The administrator can disable this feature if the information is
not needed, and thus reduce some system overhead.
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Notifications Tab

The Notifications tab is used for the following purposes:
« Enable or disable email notifications

« Enable or disable event logging in the Windows event viewer

« Setthe thresholds that determine when license notifications are sent

« Specifying what e-mail attachments are included in error notifications

f_-,] NovaBACKUP Storage Server _)ﬂ
Accounts I General | Security I Directories I Storage
Logging Notifications Licensing I Active Users

Mil

Mail notifications allow mail recipients to be notified under
specified emor conditions.

v Send mal notfications Mail options... |
v Attach user log file to mail message

¥ Attach master log file to mail message

v Attach system information to mail message

Event logs
Event logging allows emor conditions to be written to the

a i
2| Windows application event log.

¥ Write event logs Event log options... |

License notification thresholds

|3|} =1 Number of days remaining urtil license expiration before
iz issuing waming natifications

|g: | Percent of cliert licenses used before issuing waming
—1 notffications

ok | Cancs Apply Hep |

If you enable any mail notification, you will have to enter the specific mail settings.

In order to set the mail options, you must first click in the Send mail notifications box on this tab, and
then click the Mail Options button. This will open the E-Mail Configuration Menu
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E-Mail Configuration i x|
General | Emor Conditions I Cluota I
The following addresses represent the e-mail recipients for emor

messages. E-mail is delivered using SMTP onby. An SMTP
server must be specified along with valid *From:"and To:" or T

addresses.

SMTP Server Address: Server Part:
|| 25

From:

To: { separate muttiple addresses with a semicolon )

Cc: (| separate muttiple addresses with a semicolon )

Friendhy address names can be specified using the following:
Friendly Name <email@address.com:=

Iser Name

User Password

™ UseS5L

oKk | cancel Help |

The E-Mail Configuration menu requires the SMTP Server Address, From: To: and also allows you
to send multiple copies. You may also use Secure Socket Layer (SSL) to send your messages. The
E-Mail Configuration screen looks like this:

Additionally you can select the Error Conditions that will trigger the sending of E-Mail, as shown on
the next page.
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x4
'General Emor Conditions |Qunta I

The following emor conditions will cause e-mail messages to
be sent:

[ Exceptions

[ System emors

[~ Backup/restore emors
[ Connection failures
[T Authertication failures
™ Low disk space emors

Set Default
[T Licensing wamings/emors
Mote
For e-mail messages to be sent, an SMTF server must be
available.

QK I Cancel Help

You may also send E-Mail to inform you when a user account reaches certain quota thresholds.
The three thresholds are:

« Account reaches "Near quota % threshold"
« Account reaches "At quota % threshold"
« Account reaches "Over quota % threshold"

The mail system can be set to attach user log files to the mail message, so that you can quickly
identify which user accounts may be having problems or approaching quota limits.

If you choose to write event logs, you will be able to set event log options.
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E-Mail Configuration x|

'General Emor Conditions | CQuota I

The following emor conditions will cause e-mail messages to
be sent:

¥ Exceptions
System emors

¥ Backup/restore emors

<

<

¥ Connection failures
W Mythentication failures
¥ Low disk space emors
Set Default |
W Licensing wamings./emors
Mote
For e-mail messages to be sent, an SMTF server must be
available.

QK I Cancel Help

The errors that you select will be written to the Event Log when they occur. When you have put a
check mark in the box next to each system error you want added to the log, clicking the Set default
button will save these conditions. You can also set Quota issues that can be saved in the Event log.
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Licensing Tab

The Licensing Tab is used to get information about the Storage Server and to register or renew a
license. It also contains the registration information required in order to obtain technical support.

Enter alicense or updating to a new license:

Clicking on the Licensing tab will open the licensing screen. This screen provides the Storage Server
Licensing information (including current status and licensing mode) and allows you to activate the
software if you skipped this step during installation. To activate, enter your contact information and
license key in the spaces provided and click the Activate License button.

r;,] NovaBACKUP Storage Server Configuration I ﬂ
Accounts I General I Security | Directories | Storage
Logging I Metifications Licensing I Active Users

Backup server licensing

Server licensing is tracked on a per computer basis or on a time basis.

Server version: 16.1.507.0 i’
-— activation info —

Evaluation: yes

Evaluation days: 30

— senver info — _vJ

License Identification Mumber:
fi

Your name:

|wue E. Coyote

Your company:
IACME Corporation

Your email address;
Iu:wcrte@acme.com

Copyright (c) 133?—2_1]14 NmraSt_or Corporation. All

ok | cameel | Moy | Hep |

The activation process should complete after a few seconds. There may be a short delay if online
activation is not available, in which case you will be presented with instructions for performing an off-
line activation.
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Active Users Tab

The Active Users tab is primarily an informational tab that provides information about backups
and current connections to the NovaStor Storage Server.

E MovaBACKUP Storage Server Configuration Manager
Accounts I General I Secunly | Directones ] Storage |
Logging | Motifications | Licensing Active Users
Server active requests: Trequests nning
Request | Accomt Na_ | IP Address | Progres: | Emedlimzj
WlBackup  sifleserver 201212180 0% 02:36:08
Refresh I Remove Properties,., |
| oK I Cancel Apply Help

Keep in mind that this screen will only display the accounts that were connected to the server when you star-
ted the configuration manager. If an account connects while this screen is open, it has to be refreshed or close
and re-open the configuration manager.

The purpose of this tab is to determine the cause of any system slowdowns or other performances
issues, and to get a quick look at the current server status. If, for example, a customer reports that a
backup is going very slowly, you will be able to open Storage Server Configuration Manager and
then open the Active Users tab, and you will be able to see what processes were running at the
time the user reported the issue.

In this screen, you can determine the Account Name and IP Address of the users who where using
the Storage Server before the Storage Server Configuration Manager was launched. You can also
see the type of request the user made (backup or restore, for example), how much time has elapsed
since the process started, and the percent of progress the user's request has made in completing the
request.
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Command Line Reference

This section describes the command line options for the programs installed by NovaStor Stor-age
Server. Bold text represents an executable file name. Italic text in angle brackets represents val-
ues supplied by the user. Non-italic text in entered exactly as shown. Text in square brackets is
optional and may be omitted from the command. The vertical bar (|) indicates that either the text
before or after the bar may be entered as part of the command.

BackupServer.exe

This is the main backup server program. This program normally runs as a Windows service, but can
be run from the command line to perform certain utility functions. The general format for the com-
mand line is:

BackupServer [<command>,<options>]

where command is one of the commands described below. Each command has options that are spe-
cificto it.

apfmigration -u <user-account-name> [&endash;c <connection-string>] [-d <data-directory>] [-a
<account-profile-path>]

This command is used to populate the database from information stored in a user's data directories.
Itis typically used to moving an account from one server to another, or repairing a damaged data-
base. Use the &endash;c option to override the default database connection string. Use the &en-
dash;d option to override the default user data directory name. Use the &endash;a option to override
the default path to the account's cached profile.

storagemigration [&endash;c <connection-string>] [-v] [-{]

This command is used to fix storage errors that were known to occur in some backup file storage
files prior to version 11.5 of NovaStor Storage Server. The errors were a result of backing up certain
combinations of files within the same folder that had non-ASCllcharacters in their file names.This
command should only be used if recommended by NovaStor technical support. Use the &endash;c
option to override the default database connection string. The &endash;v option enables verbose
mode. The &endash;t option enables test mode. No changes are made to the file system when test
mode is enabled.

rollback [-v][-1]

This command is used to undo changes made by the storagemigration command. The &endash;v
option enables verbose mode. The &endash;t option enables test mode. No changes are made to
the file system when test mode is enabled.

stageddatamigration &endash;s <staged-data-directory> -u <user-account-name> [&endash;c
<connection-string>]

This command is used to import staged data that was created by a NovaStor application on another
computer. Use the &endash;c option to override the default database connection string.
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updatediskusage &endash;u <user-account-name>|*

Calculates the amount of server disk space used by a specified user account and updated the total
recorded in the SQL database. Updated the disk usage for all users if "r;*" is given as the account
name. Older versions of the software used a floating point number to represent disk usage. Round-
ing errors could affect the accuracy of this number over time and render it unsuitable for billing pur-
poses. This command may be used to correct the stored value. As of version 13.0 the usage is
stored as a byte count and is no longer subject to rounding errors. However, the command may still
be useful for correcting totals in cases where the file system was modified outside of software con-
trol.

remove
Removes the program from the list of Windows Services. This command is used by the uninstaller
and should not be run manually.

uninstall
This command is the same as the remove command

add
Adds the program to the list of Windows services. The command is used by the installer and should
not be run manually.

install
This command is the same as the add command.

manual
This command runs the storage server as a normal program as opposed to a Windows service. ltis
intended for debugging and should not be run manually.

Use the &endash;h or &endash;help options without a command to display a brief command sum-

mary.

BackupServerUtil.exe

This is the GUI Configuration Manager utility used to configure the storage server. The command
line format is:

BackupServerUtil [/debug] [/userinfo <user-account-name>|*] [/nolastbackup] [<alternate-config-
file-name>]

The /debug option records diagnostic information in &ldots;

The /userinfo option creates a report describing the amount of disk space and computer licenses
used by a user account, along with the number of backup server requests made by the account. If
"r;*" is given as the user account name, then a report for all accounts is created.

The /nolastbackup option surpresses display of the last backup date and time on the user accounts
tab. Use this option to leave more room for displaying other account information.
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An alternate configuration file may optionaly be specified. By default, the program uses the
backupserver.ini file residing in the same folder as itself.

BackuplmportUtil.exe

This is the GUI backup import utility for importing staged backup data. It is a wrapper for the backup
server's stageddatamigration command and is provided for convenience. This program has no com-
mand line options.

Redundant File Manager.exe
This is the GUI Redundant File List Manager utility. This program has no command line options.
Uninstall.exe

This program is invoked when the software is removed through the Control Panel. It should not be
run manually. To remove NovaStor Storage Server from the command line, start by opening
regedit and expanding the following key:

HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall

Examine the subkeys to find one for NovaStor Storage Server and copy the value for "r;Un-
installString" to the command line. Execute the command to initate the uninstall sequence.
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